HOW TO HELP KEEP YOUR LOCAL HOME/OFFICE “WI FI” NETWORK SECURE!

This past weekend the FBI reported that more than 500,000 consumer and small office routers
were compromised by a Russian hacking group that utilize the routers for access to users data,
malware exploits and coordinated denial of service attacks.

The hack hit routers made by Netgear, Linksys, TP-Link, Microtik & others. Most homes and
offices have one of the first two manufacturers’ routers serving as their network access point for
their system. The most concerning part of the news is that infected routers could have exposed
passwords, credit card numbers, and other sensitive personal data that passed through your
home or office network. Even using secure sites on a infected router is as good as handing the
information to the hackers.

The fast and simple blocker offered up by the FBI was to reboot the router. The FBI seized a
domain previously owned by the hackers and it now points to an FBI server. This will cause an
infected router to ping the FBI server with the users IP address and in-turn allow them to alert
the party of the hack, at some point.

That doesn't clear the infection. It is important to keep your routers firmware software up to
date to ensure known security holes are closed.

You might be asking yourself what is a "Router'?

Routers are the box that host Wi Fi servers in most homes and offices. A compromised router
means all the data that moves between the computers connected to that network can be exposed
to a hacker. Most of the router manufacturers have released firmware software updates that can
close the known security hole. However these don't install automatically. You have to connect to
the router, login to it, and run the updates from advanced settings screens that vary by router.

Click on the below Links for additional information:

https://www.metacompliance.com/blog/top-10-tips-to-protect-your-home-wi-fi-
network/

https://www.consumer.ftc.gov/articles/how-secure-your-home-wi-fi-network

DO YOU HAVE A COMPUTER PROBLEM OR NEED EXPERT TECHNICAL ADVICE — NEED CLARITY ON
COMPUTER OPERATION? WINDOWS 10 QUESTIONS? SOMETHING ON YOUR COMPUTER REALLY
BUGGING YOU? NEED HELP IN INSTALLING A PRINTER, FAX, OR ACCESSORY? Updating security on your

Wi Fi Network? Computer “A” Services is your answer. Their Certified & Licensed local technicians, with
over 30 years of experience can answer all of your questions, and get you up and running quickly — services
come with a warranty. Expand your computer know how, operation, & general knowledge - just call Ed The
Computer Guy at Computer “A” Services 386-409-0320 or email Ed at: support@computeraservices.com
Their Website is: http://www.computeraservices.com/ They will come to your home, provide on-line
internet technical services, or you can visit their location at 1117 North Dixie Freeway (US -1 in Pappas
Plaza) New Smyrna Beach Florida 32168 By the way they are rated AAA Best for Service, & offer the most
reasonable prices around. Their Website Division can build dynamic websites & host them at super
competitive prices! For Website Services - either building or updating, call Shea Crawford at NSB Hosting —
386-427-6457 or email: shea@hostingnsb.com They have been providing computer & website services in
Florida for over 19 years, you will be impressed by their professionalism, expertise, & design team!
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